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The Lomas Service Differential Privacy (DP)
Lomas aims to empower research, inform policy development and DP is a framework for releasing data products while controlling the
drive innovation across sectors, all while upholding the highest risk of disclosure of personal data.
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Stored private datasets ‘

Users NEVER see the private data. They can get DP protected
results by sending requests to the server using one of the available
DP libraries. To prepare their DP algorithm, they can retrieve
metadata and dummy dataframes (randomly generated to simulate
the sensitive data) through a request to the server.
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Data connectors allowing the server application to retrieve private
datasets from various sources

To query a private dataset, a set of conditions must be met:
» The user is authorized to query the dataset and has enough
remaining privacy-loss budget to make the query

- The query is executed by one of the available DP libraries: Logic tier o
+  Smartnoise-SQL for SQL-like queries Application Administration
- Smartnoise-Synth for generating synthetic datasets Server Q database server
» OpenDP for summary statistics

- DiffPrivLib for training Machine Learning models : SO SO :
b for training Machine Learning mode API allowing communication between the server application and client

Users can also perform other types of requests to get information applications

about their privacy-loss budget and get the parameters and results

. Client tier
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" Metadata of dataset: from lomas_client import Client
P client = Client(
et app = FastAPI(lifespan=lifespan) url, Ice, PENGUIN
"tyze":"§tring","cardinality":z, )
"categories":["A", "B"]},
"biii,;ﬁr?%‘é?;;iu, " @app.post(/get_ dummy) /qet_dummy response = client.query(param)
e EOE, e R * Check user access to dataset
_/ .
) * Get metadata from AdminDB (metadata) dummy_df dummy = client.get dummy(nb_row=4)
Data source:  Make dummy df based on metadata
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“endpoint_url®: Thttp://minio:900%} Compute budget of pipeline (metadata) 64
U b . Check user has enough budget '
(User (access and budget): . Get private data using data source 34.8
| Apply DP query (the result is DP) 60.8
um {,.;Zi;;EZZiS_EHQ{Antapma ’ Update user remaining budget /do_query
SEmmes "dataset_name": "PENGUIN", . Save query and response in archives - import opendp as dp
i:ﬁi:i—jgﬁi“” oo . Return response to user via API mean :
_ : 0. import polars as pl
"total spent epsilon”: 0.0
"total spent delta"”: 0.0}} plan = dummy° SEIECt(
N pl.col("bill length").dp.mean()
)
Archives (past queries) mean = client.opendp query(plan)




